We obtain lower bounds on degree and weight of bivariate polynomials representing the Diffie-Hellman mapping for finite fields and the Diffie-Hellman mapping for elliptic curves over finite fields. This complements and improves several earlier results. We also consider some closely related bivariate mappings called P-Diffie-Hellman mappings introduced by the first author. We show that the existence of a low degree polynomial representing a P-Diffie-Hellman mapping would lead to an efficient algorithm for solving the Diffie-Hellman problem. Motivated by this result we prove lower bounds on weight and degree of such interpolation polynomials, as well.
INTRODUCTION
Let q be a prime power, F, the finite field of order q, and 7 a nonzero element of F, of order d \ q -1. For breaking the Diffie-Hellman key exchange (see for example [11] ) it would be sufficient to have an easy polynomial / € F,LY, Y] satisfying /(7 x ,7 y ) = 7
I!/ for all pairs (x, y) € S of a large subset 5 C { 0 , 1 , . . . , d -I } 2 .
In Section 3 we prove lower bounds on degree and weight, that is, the number of nonzero coefficients, of such / . The new lower bounds on the degree improve and extend the result of [15] and complement results of [9] . The method in [9] is designed for d = q-l and loses its power for d < q -1 in contrast to the method of this paper. Lower bounds on the weight have only been known for the univariate Diffie-Hellman mapping, foil*) = I 1 ' , yet (see [3, 10, 13, 14] ).-
In Section 4 we extend our results to the case of the more general P-Diffie-Hellman mappings introduced in [5] , P -d h ( 7 I , 7 y ) = 7 i ' ( l ' ! ' ) ,
for a bivariate polynomial P of small degree D > 2 with respect to d. (See also [6] for the univariate analogue.) If D is small then these investigations are motivated by an efficient [2] algorithm, also given in Section 4, that solves the Diffie-Hellman problem if some values of P-dh are known. Initially, the DifHe-Hellman mapping was suggested for use in practice for the multiplicative group of a finite field. Subexponential algorithms for solving the discrete logarithm problem and thus evaluating the Diffie-Hellman mapping in finite fields are known (see for example [11] ) which motivates considering other groups. An alternative used in practice is the group of points on an elliptic curve over a finite field suggested independently by Koblitz [7] and Miller [12] . Section 5 deals with the Diffie-Hellman problem for elliptic curves. In particular, we improve an earlier result of [8] .
PRELIMINARIES
We start with a useful relation between the number of zeros and the degree of a multivariate polynomial which extends the well-known relation for univariate polynomials. This result can be easily extended to bivariate polynomials. This leading term is unique whenever the leading term of P is unique.
PROOF: Note that P *-t F is a linear mapping. We regard P as univariate polynomial in X over D [K] or in Y over D [X] , respectively, and apply Lemma 3 twice to each monomial of P. u E. Kiltz and A. Winterhof [4] 3
. L O W E R BOUNDS FOR THE DIFFIE-HELLMAN M A P P I N G
In this section we improve the result of [15] and complement the results of [9] . 
P -D I F F I E -H E L L M A N MAPPINGS
In this section we consider the P-Diffie-Hellman mapping given by P-dh(7 I ,7») =r r p l*>v)
for a polynomial of small local degrees, say, at most logd. We give lower bounds on degree and weight of interpolation polynomials. Furthermore, we motivate our studies by showing that whenever we have a polynomial that interpolates the P -d h mapping, then we can compute the Diffie-Hellman mapping itself. Hence, the study of P -d h becomes important. We restrict ourselves to the case that d is an odd prime. The general case can be handled similarly but we would need some restrictions on the local degrees and the reduction algorithm would lose some efficiency. However, the general case can be reduced to the prime case to some extent by considering the subgroup of largest prime order. 4.1. REDUCTION In this section we present results emphasising the importance of analyzing the interpolation polynomials of P -d h . More precisely, we show that a polynomial / that coincides with P -d h on some fixed and known points £ can be used as an oracle to efficiently compute /(7 x ,7 y ) = l xy - 
Tien we have tie following lower bounds on total degree and weight of f: Based on Lemma 3 the idea of Theorem 2 can also be used to design a reduction algorithm and to prove interpolation results. However, the sampling set has to be somewhat artificial.
ELLIPTIC CURVES
Let E be an elliptic curve over the finite field F, defined by the WeierstraB equation 
+ h{x)y = f(x), 2y + h{x)=0, and h'{x)y = f'{x).
We denote by O the point at infinity. Let P ^ O be a point of order I on E. The Diffie-Hellman problem for the group Q generated by P is the following: Given points nP and mP on E for some l^n , m ^ I -1 find the point nmP without knowing n and m. For given x the second coordinate y of a point (x, y) e ff^ on E can be easily determined up to two possibilities, y and -y -h(x).
Hence, we may consider the bivariate mapping
where z* is the first coordinate of kP, k = 1,. ..,1-1, and z* = z/, whenever k = h mod /. In this section we consider interpolation polynomials of the bivariate mapping F. We restrict ourselves to the case that the order / is an odd prime, again. 
0(X) = XTI>{X) -4>(X).
Let Q -(x,y) ^ O be a point on E, then the first coordinate of 2Q is given by
6(x)
and ip and 6 have no common zero (see for example [2] ). The results of this section extend and improve [8, Theorem 3] , which is an analogue of the result of [15] for elliptic curves.
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